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Criminal Liability on the Ransomware Program under Law on Computer-Related Crime
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Abstract

This thesis aims at studying meaning, form and impact of ransoming computer data
under Thai laws and foreign laws in relation to infringement of other people’s rights by use of
ransomware program.

In taking into account of Thai laws in relation to ransoming computer data, this kind of
act is actually perceived as a deprivation of personal rights and liberty, an impact on damaged
person’s state of mind and a cause of damage to state agencies and national security by leading
to occurrence of other severe perils and crimes. Whereas existing Thai laws are still lack of
provisions to be applicable to this act of ransoming computer data, the related government
agency would rather revise the laws under the fact that, in some circumstances, none of element
or provisions of law can be applicable to take legal action against the offenders.

The researcher has certain suggestions to provide an offense and direct criminal liability
in use of ransomware program to ransom computer data by adding such new offense in the
Computer-related Crime Act B.E. b&&o (woow) as amended by the Computer-related Crime Act
(No. b) B.E. b&oo (boee).In addition, the culprit of this kind of offense deserves harsher penalty.
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Such offending use of ransomware program should not be merely misdemeanor and any up-to-
date legal measure should be sought to be conformity with current developed nature of crime.

Keywords: Ransomware, Malware and Criminal Liability
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