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ABSTRACT

This study This is a guideline for Cyber Resilience Development Framework in Cloud
Computing. Develop and implement self-assessment applications for Cyber-reassessment for
Cloud Computing. There were two groups of research samples, six Cybersecurity experts, in the
group discussion and responses to Cybersecurity and Cyber Resilience questions. Cloud Computing
as a Way to Build a Cyber Resilience Framework in Cloud Computing. There are 120 people
working in the field of cloud computing, from (TRUE, INET, UIH), to self-assess for Cyber

Resilience in Cloud Computing Affiliated organizations.

The results of the Cyber Resilience Development Framework in Cloud Computing. must
take into account the following: 1) Identify 2) Protect 3) Detect 4) Respond 5) Recover 6) Sustain
Each aspect of the business must be consistent with the business operation. For the system to work
properly. And the self-assessment scores of the three cloud computing service providers were at a
high level (X=3.53, S.D=0.83). Cloud computing also needs to develop identification, detection, and

sustainability support.
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[1] Jirapat Phantawornchai, Ekkachat Baikloy and Prasong Praneetpolgrang, “Cybersecurity
Resilience Framework Consideration of Cloud Computing,” The 6th International
Conference on Robotics, Informatics and Intelligent Control Technology, 4 — 6 September

2018, Asia Hotel Bangkok, Thailand.

Abstract

Presently, the using of cloud computing is gaining popularity and widespread use. Increasing
the Cybersecurity measures is more needed. This research aims to develop the Cybersecurity
Resilience Framework for Cloud Computing by using NIST Core Cybersecurity Framework. The
researchers conducted the semi structured interviews and group discussion with the cyber security
experts. The researchers found the key of the Cybersecurity Resilience Framework Consideration
of Cloud Computing as regarding 1) Data 2) Awareness and understanding of business, and 3)
Flexibility of systems that rely on people, processes and technology. In addition, the research results
of Cybersecurity Resilience Framework Consideration of Cloud Computing are also used in the
data resilience analysis for enterprise cloud computing. According to the assessment of
cybersecurity resilience in cloud computing by cloud service providers. It was found the readiness

is high level.
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