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Cyber Crime: New threats in the Context of Thailand 4.0
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SUMMARY

Today, Cyber Crime is becoming more and more sericus, especially in the context of Thailand
4.0, which is the government's policy to drive the economy through Innovation and Information
Technology, to raise the income of the population from middle-income countries to countries with
high income, including the shrinking global economic problem with the cause of the COVID-19 outbreak.
For the definition of Cyber Crime or Computer Crime (Cyber Crime) is the use of a computer or the

Internet is a tool in criminal offenses of various kinds: theft, hacking, Invasion, remediation, destruction,
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changing, copying, spoofing, fraud, virus attacks etc. Some of the reasons that cause Cyber Crime, This
Is a new type of threat to the economy of Thailand and around the world including (1). The computer
environment is more complex (2). Computer ysers have very high expectations for computer use and
(3). The expansion and transformation of computer network systemns equates to new risks Cyber Crime
model It has the following characteristics: (1). Unauthorized access to the computer, remediation,
destruction of hardware, software, data and network resources. (2), Copying or pirating software. (3),
Persons who do not have the right to edit information. (4), Theft of hardware, software, information
and electronic money theft (5). Hacking and, Invasion (6). Worm attacks, Trojan horses and viruses (7).
intellectual property infringement (8). Send by electronic mait or nonsense messages (spamming) to
annoy and annoy others (9) conspiracy to use computer equipment and networks, (10). Auction fraud,
failure to deliver products to customers according to purchase orders. (11), Credit card counterfeiting

and account debiting. (12). Internet fishing, etc.

Keywords : Cyber Crime Thailand 4.0 Hacking intellectual Property Virus
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