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* Electronic Transactions (Certification Authority) Regulations 2010. Article 2 “accreditation” means accreditation
granted under these Regulations.

* Electronic Transactions (Certification Authority) Regulations 2010. Article 2 “accredited certification authority”
means a certification authority that is accredited under these Regulations.

* Electronic Transactions (Certification Authority) Regulations 2010. Article 2 “accreditation mark” means an accreditation

mark as set out in the Schedule.
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® Electronic Transactions (Certification Authority) Regulations 2010. Aurticle 2 “subscriber identity verification method”
means the method used to verify and authenticate the identity of a subscriber.
7 Electronic Transactions (Certification Authority) Regulations 2010. Article 2 “trusted person” means any person
who has —

(a) direct responsibilities for the day-to-day operations, security and performance of those business activities that
are regulated under the Act or these Regulations in respect of a certification authority; or

(b) duties directly involving the issuance, renewal, suspension, revocation of certificates (including the
identification of any person requesting a certificate from an accredited certification authority), creation of private keys

or administration of a certification authority’s computing facilities.
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® Electronic Transactions (Certification Authority) Regulations 2010. Article 10. An applicant for accreditation must be a
company operating in Singapore at the time of the application and throughout the period when it is an accredited
certification authority.

? Electronic Transactions (Certification Authority) Regulations 2010. Article 11.—

(1) An applicant for accreditation shall, at the time of the application and throughout the period when it is an

accredited certification authority, take reasonable measures to ensure that every trusted person —
(a) is a fit and proper person to carry out the duties assigned to him;
(b) is not an undischarged bankrupt in Singapore or elsewhere, and has not made any composition or
arrangement with his creditors; and
(c) has not been convicted, whether in Singapore or elsewhere, of —
(i) an offence the conviction for which involved a finding that he acted fraudulently or dishonestly;
or
(ii) an offence under the Act or these Regulations.

(2) Notwithstanding paragraph (1)(c), the Controller may allow the applicant or accredited certification
authority to have a trusted person who has been convicted of an offence referred to in that paragraph, if the Controller
is satisfied that —

(a) the trusted person is now a fit and proper person to carry out his duties; and
(b) 10 years have elapsed from —
(i) the date of conviction; or
(i) the date of release from imprisonment if he was sentenced to a term of imprisonment, Whichever is
the later.
(3) Every trusted person must —
(a) have a good knowledge of the Act and these Regulations;
(b) be trained in the certification authority’s certification practice statement; and

(c) possess the relevant technical qualifications, expertise and experience to effectively carry out his duties.
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"% Electronic Transactions (Certification Authority) Regulations 2010. Article 12 An accredited certification authority

must have and comply with a certification practice statement approved by the Controller.
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" Electronic Transactions (Certification Authority) Regulations 2010. Article 5.—
(1) The Controller may refuse to grant or renew an accreditation if —

(a) the applicant has not complied with any requirement in the Act or these Regulations;

(b) the applicant has not provided the Controller with such information relating to it or any person
employed by or associated with it for the purposes of its business, and to any circumstances likely to affect its method
of conducting business, as the Controller may require;

(c) the applicant or its substantial shareholder is in the course of being wound up or liquidated,

(d) a receiver or a receiver and manager has been appointed to the applicant or its substantial
shareholder;

(e) the applicant or its substantial shareholder has, whether in Singapore or elsewhere, entered into a
compromise or scheme of arrangement with its creditors, being a compromise or scheme of arrangement that is still
in operation;

(f) the applicant or its substantial shareholder or any trusted person has been convicted, whether in
Singapore or elsewhere, of an offence the conviction for which involved a finding that it or he acted fraudulently or
dishonestly, or has been convicted of an offence under the Act or these Regulations;

(g) the Controller is not satisfied as to the qualifications or experience of the trusted person who is to
perform duties in connection with the accreditation of the applicant;

(h) the applicant fails to satisfy the Controller that it is a fit and proper person to be accredited or that
all its trusted persons and substantial shareholders are fit and proper persons;

(i) the Controller has reason to believe that the applicant may not be able to act in the best interest of
its subscribers, customers or participants having regard to the reputation, character, financial integrity and reliability
of the applicant or any of its substantial shareholders or trusted persons;

(j) the Controller is not satisfied as to the financial standing of the applicant or its substantial

shareholder;
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(k) the Controller is not satisfied as to the record of past performance or expertise of the applicant or
its trusted person having regard to the nature of the business which the applicant may carry on in connection with the
accreditation;

(1) there are other circumstances which are likely to lead to the improper conduct of business by, or
reflect discredit on the method of conducting the business of, the applicant or its substantial shareholder or any of the
trusted persons; or

(m) the Controller is of the opinion that it is in the interest of the public to do so.

(2) For the purposes of paragraph (1), “substantial shareholder”, in relation to an applicant which is a

company, has the same meaning as in the Companies Act (Cap. 50).
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" Electronic Transactions (Certification Authority) Regulations 2010. Article 6.—
(1) An accreditation shall be deemed to be cancelled if the certification authority is wound up.
(2) The Controller may cancel or suspend the accreditation of a certification authority —
(a) on any ground on which the Controller may refuse to grant an accreditation under regulation 5;
(b) if any information furnished in support of the application for the accreditation was false, misleading
or inaccurate;
(c) if the certification authority fails to undergo or pass an audit required under regulation 34;
(d) if the certification authority fails to comply with a direction of the Controller made under section
23 of the Act;
(e) if the certification authority is being or will be wound up;
(f) if the certification authority has entered into any composition or arrangement with its creditors;
(g) if the certification authority fails to carry on business for which it was accredited;
(h) if the Controller has reason to believe that the certification authority or its trusted person has not

performed its or his duties efficiently, honestly or fairly; or
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(i) if the certification authority contravenes or fails to comply with any condition or restriction
applicable in respect of the accreditation.
(3) The Controller may cancel the accreditation of a certification authority at the request of that certification
authority.
(4) The Controller shall not cancel the accreditation under paragraph (2) without first giving the certification

authority an opportunity of being heard.
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"IT Act 2000. 87. Power of Central Government to make rules.
(1) The Central Government may, by notification in the Official Gazette and in the Electronic Gazette make
rules to carry out the provisions of this Act
(2) In particular, and without prejudice to the generality of the foregoing power, such rules may provide for

all or any of the following mailers, namely:—

(a) the manner in which any information or matter may be authenticated by means of digital
signature under section 5;

(b) the electronic form in which filing, issue, grant or payment shall be effected under sub-section
(1) of section 6;

(¢) the manner and format in which electronic records shall be filed, or issued and the method of
.payment under sub-section (2) of section 6;

(d) the matters relating to the type of digital signature, manner and format in which it may be
affixed undersection 10;

(e) the security procedure for the purpose of creating secure electronic record and secure digital
signature under section 16;

(f) the qualifications, experience and terms and conditions of service of Controller, Deputy
Controllers and Assistant Controllers under section 17,

(g) other standards to be observed by the Controller under clause (b) of subsection (2) of section 20;,

(h) the requirements which an applicant must fulfil under sub-section (2) of section 21;

(i) the period of validity of licence granted under clause (a) of sub-section (3) of section 21;

(j) the form in which an application for licence may be made under sub-section (1) of section 22;

(k) the amount of fees payable under clause (c) of sub-section (2) of section 22;

(D) such other documents which shall accompany an application for licence under clause (a) of sub-
section (2) of section 22;

(m) the form and the fee for renewal of a licence and the fee payable there of under section 23;

(n) the form in which application for issue of a Digital Signature Certificate may be made under

sub-section (1) of section 35;



63

(1) Fgurananendsemalusiivanpunywas lussnsangunIvaisyiiey
d’ a A v QIQtﬂy
ol uanmsauns g miyga
A o 4 d’ 1 a A/ [ < Yo
) Tasligmnammz luniseanngnaa 1 lunsgnuansaoyananilivesdsy
1 dy ' =
enasae 1 na1fe
(a) anvuzNdoyaluoynalaeIsmsasaielioroninanuuias 5
Jd ad a s 4 o a
(b) uuueiudannselindn 1 lumstu eon 19 WieHszRumueynas (1)
YOIWINT 6
@ 4 Y] ad a 4 a o a
() anvaznazgluuulumsturs seentiuiinmeddnnsetinduaz 35msdszRu
AWUINTT (2) VDIWIAT 6
(d) Fosiinertosnulsznnvosaeliofonsiia anvmzuazguuyluinasi 10
H o v A o J 9 =] ad a <
() VuppuMss A laeasamedagszaad lumsasmiunnmeddnnsoting
A v 2 [ Z A A aa o
Mlasasuuazmssnuianuilasassaroiieenvianuuingi 16
wa 4 o 4 a
(H Auauia Uszaumsal uazdotmuanazidoulunisldusnsvesdaiugu
TOUHAIUAN 1A ATIBARIVANAINNIAT 17

Y

() s uBuiigmuaudesiamunude (b) vewnsides (2) veaua 20

(h) Tormuaiidainsdenlfiaamneldnandes 2) veunas 21

() orglueyanafioanlianm (a) vesrnates 3) vesuam 21;

() wuumvesulueyeaINe AT (1) V9IWINI1 22

(k) Sraumsssuieuiidesiszaudo (A) v0301INAT (2) YOINIAT 22

() 1N d150U ﬁ’ma'nﬁ%zmw%’auﬁ’uﬁwa%ﬂuaum}mmn% GOREN
YNNI (2) VBINIATT 22

(m) uuntazmsssuEoumsaeetglueyanauaza s siloniideetiss a i
AINNIAT 23

(n) Lmuﬁwaaaﬂu%’mmamﬁa%aﬁ'ﬁﬁaﬂzﬁﬂﬁmummw (1) ¥@3119191 35

(0) the fee to be paid to the CertifyingAuthority for issue of a Digital Signature Certificate under

sub-section (2) of section 35;
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1T Act 2000. Power of State Government to make rules.
(1) The State Government may, by notification in the Official Gazette, make rules to carry out the provisions of
this Act.
(2) In particular, and without prejudice to the generality of the foregoing power, such rules may provide for
all or any of the following matters, namely: —
(a) the electronic form in which filing, issue, grant receipt or payment shall be effected under sub-
section (1) of section 6;
(b) for matters specified in sub-section (2) of section 6;
(c) any other matter which is required to be provided by rules by the State Government.
(3) Every rule made by the State Government under this section shall be laid, as soon as may be after it is
made, before each House of the State Legislature where it consists of two Houses, or where such Legislature consists

of one House, before that House.
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