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ABSTRACT

This thesis aims to study the Personal Data Protection Act B.E. 2562 (2019) of
Thailand and the related laws of other nations, including the European Union, the Republic of
Singapore, Japan, and Canada, were studied in order to better understand the concepts and
theories regarding personal data breach notifications under such laws.

According to the study, there are some legal problems relating to personal data breach
notifications in the provision of Section 37(4) of the Personal Data Protection Act B.E. 2562
(2019) which states that “Notify the Office of any Personal Data breach without delay and, where
feasible, within 72 hours after having become aware of it, unless such P ersonal Data breach is
unlikely to result in a risk to the rights and freedoms ofthe Persons. If the Personal Data breach is
likely to result in a high risk to the rights and freedoms of the Persons, the Data Controller shall
also notify the Personal Data breach and the remedial measures to the data subject without delay.
The notification and the exemption to the notification shall be made in accordance with the rules
and procedures set forth by the Committee”. The instances in which a personal data breach must
be reported to the Office of the Personal Data Protection Committee are not explicitly defined. In
addition, the 72-hour window for notifying the Office of the Personal Data Protection Committee
of a personal data breach is too short because, in the event of a data leak that is not serious or
unlikely to affect the data subject, reporting such breach will not be beneficial to both the data

controller and the data subject. The final issue found is the issue of criminal penalties because in
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the event that the personal data controller violates or does not comply with the Personal Data
Protection Act B.E. 2562 (2019), for instance, violations involving sensitive personal data in a
manner that is likely to cause harm, loss of reputation, disparagement, hatred, or embarrassment.
Given that the purpose of the Act is to protect the rights of data subjects, the criminal penalties
outlined in it are inappropriate in the context of Thailand. Therefore, in order to increase the
effectiveness of law enforcement, it is necessary to provide guidelines for amending provisions
relating to personal data breach notification in accordance with Section 37(4) of the Personal Data
Protection Act, B.E. 2562 (2019).

Therefore, the researcher suggests that 1) There should be a provision stating which
circumstances, as per Section 37(4) of the Personal Data Protection Act B.E. 2562 (2019), a
personal data breach notification must be made and which circumstances a personal data breach is
not required to be reported to the Office ofthe Personal Data Protection Committee and the data
subject; 2) The start of the 72-hour window in Section 37(4) of the Personal Data Protection Act
B.E. 2562 (2019) should be amended. This time frame shall start as soon as the personal data
controller decides that notifying the Office of the Personal Data Protection Committee and the
data subject of this scenario is required. Since requiring business owners to report such breach to
the Office of the Personal Data Protection Committee within 72 hours would significantly hamper
their operations, doing so would be more appropriate for law enforcement; and 3) Since Thailand
has passed the Regulatory Fines Act B.E. 2565 (2022), which specifies and focuses on
punishments in the form of fines rather than imprisonment, the regulatory fines should be used
instead of criminal penalties. This is due to the fact that it is only a violation or breach, not a
serious crime, and therefore a fine is a more appropriate punishment, keeping the accused out of
court and avoiding a criminal record. Such changes and amendments will serve as a legal tool to

establish justice, eradicate social inequity, and encourage more effective law enforcement.



